PRETETRRAFTE S S AR

kol
4

S

Fu iy

AL LR ERE FRRRTF ST B AL F R G4 TN E R
VERORT PSS T A ARTAR(C R SR CRP CFERR A HFE LN R
2 B (FH)F D > F 8 oA LI AT S B iRk 1106 & A& e ds f1ATA F A
AR FERR R RYs A T TR R AP ENAET R
%o (end-point) H TR P & FFAF 2 F & Hjrsd v oo @ T (top-down) 3§ 4p B w0 pE
FIAEEE T A T EFAFTXFAT@8  FL AP EFLAET 2 L apaTn
FRFELHD O HERET L AR

FRREREER

‘ﬁg FaLfude 2 AT 0 {ﬁ\&ﬁﬁﬁﬁgﬁ:imo
N T
(C)iPFAFRATRTL FERBRETE B LA BT I 2L
Bl o MRS FRODZFEDRBRLI LI TR EFLERFALARD >0
EPSE- HERTALE NI EARAE R FREDAR
()agiAiw%ﬂ FPHEFERFE SR LARTRT %F 2 B WHI0E T E
WEHFAE A RF AR B TSR E R 0 TR PN F3 3+
T2 LRy (NFEFTEIEN AL ERM 2 HYELE L AR
1 PiFspe ~ AIRTR Y JRARFH ~ ¥ S0 8 o G PR R * pIFTE B
;ﬁaéﬁ%ﬁtm@%ﬁ,,¢/mwﬂﬁﬁm%rw&§$ L TSN
2. B ~HFHE AT LT PR REEH EL T
30 FEAFIMA G AU R AR oo AFAZMBEEE L TR
fi—’_;;:f;]-ﬁ&ﬁf&g A LR RN H o“J-%ug?L‘xF 1?1;‘\--‘3:1?1_?'1.,‘.%*9:
intk o ¢ 7 P> (solution supplier) % Hojsfis* > (user) 2 ;X
FRTEREFIRP AL APBESERRFIE A EAP TR (2 Y
febigp LAY CEEE S RHMRE S -F AR )
L RipAA e R
(CF)ABERPEAEF 2 S EPFEATEA LR FEFIHPE AT
Eiﬂm‘m%# AR > g FE P fp e L B
FE P”<@~4*@% FRE RPN 52 “%#*%&mﬁ"'i
WHEPTH O MFEY UL ESFFTE > AL odpiRd 2 B AR RRLIP R
_ﬁ S B pERY LT E R 2 AR
(C)AEFERFF LR G ELIGHE? > FARKRDE P RLF L ENEAL
Wi s T TRRE %*K&ﬁﬁ;ﬁﬁﬁ@&%é%”@ ¥ HAMT R
2P EMEEF R SR R R 2 R (&g

1




TR EANE AR E TR
E)IrEREFLRRETALHEI7F GV g3 P EEHE s T Y
NESE TR A B TR ,mw RV AR R R 5 I
FTRORNGPETFFATBEPRAE L TLREL 238) -
Z o~ Jud e
(- )ad iz
1. #+F®4efii7p 110652 14 o
(Z) HFF#
ﬁbﬁﬁ%%$P2?%ﬁ¥$%1@%%ﬁ£#%i%4?ﬁﬁ
()&%

L a3 dmg A e - Fealyd(d By g i sy 3
PEAES - AP ES P2 R AEI PSR T

2. H-FeAF RV FROFFEILEL0F AL R - FIFL
BEZFAFL(FE P )R Y GREFFEALZEFEI000F =5
BB e

1 A5 %77 AFBY R -
2 %%ﬁ?%??“%%ﬁgﬁﬁ’WW?%%P*EW%Wpiﬁ*ﬁé%
7R m el o s T H 2 & TR () et Y RN
r%ﬁiﬁ$m°
(T ad R

1. #4332 pa,fiﬁ*rsgyg\pﬂ&ie'pﬁ 3o

2. FH BE o Xt E 2 A CMOSA T 3 AN 7 I HE L 2A S84
Wi 3 281 R E BRI RAR R E G
IR S T RER IS TARE (P 3A) - REH S TH R
Al A B AL EL R F F,;—;'— Bk R E (i 3B) e It
WEHEAFH AL (FE4L) BET o

3 VEYHFTERF VAU IE - RAFTVE AT A
Mg E TEEAVRE S VRAFRFIE T
#9& TE98-% %3+ 4 ,:TE9849 FTXHBAFEFLE7E 0 1

«ifljfr",g‘{ °
4, 23 b ﬁ ]’%ﬂ;'#*ﬁ“*m—&%ﬁp TR
Bl SR ') | £ e A 4F A 2§ (7 2 He o

()% &z
Loag By Syl R rerdeda -
2. HHEHAFLLE ARF g oRAXLEL LH > LW L
REFTRBFFALALL IS AEL  AFF LT HLAE P& -
3. Pl ik ANMITEREP T o
(Z)ff =5t



1. 25 FU BT T3 F R FRATITIHIFED ARFHE 2 RE
FUHE RV EST IR I RSN BT I RLHFLREAT S
FoATRA D OTER T2 00 ﬁi‘ﬂt 7 K"’t’ EAB TS AR ikJL A4 —J'Ff s KRR A

Eéo

Z.ﬁﬂwwéﬁ:
A G SRBIFE L T REERLIEL 2 M
b. = % T d £ : ﬁ%‘mﬂﬁﬁ»i+%am%$%@%ggﬁ$%o
COARIFE T MU RWL L 3 HEN (RPHIRN) -

ﬁm&%ﬁﬁﬁfmiw’aﬁﬂﬁﬁwwgapzfﬁaiﬁAﬁmo

(M) &=

L R FAFpvHICLAER a8 Rk M@ FL i a2 &
%o

2. PRI ARGFIFZLTERE DTSRI L | [ - 2dfd o A3
S E ST BRI T8 S it RS R L

3. MR+ aR%mRd AP L3 AL ARSI ET A TR EFEARGS
Sor e PR o (FEASHFLARGAAP ST AR RE AR

TR M HED R RARN S RIRR R LHEREE REFR)
4, FE XLV HEIAFI O BRI T - ERAP R B RET 2 4 &

(4 )P4 = Hoiirpd 45 R
AR LT P EMANZ RSB o BRI A EIH B AT L
W2 o P AL R R AL H AP M AR T E o
(S)ipM a2 £ %R ¢
AR ALV EIAAE AR HA P HAF A FRE T ARG AT EY
[ W= Ra R TIPS SR
1L 3o mikg o
2. T ESEFLE | P FAL @ ANEIFELAAPZ EA TS
FEoEd FEPEEFFESES PP R PES RS B R
TR A FPEALRA LSRG URBFEEFRE c FiRYE
BIEEd & g3 g 5B R -
s BW AR EAR
(COER- R R G
(C)*FEBEFRTEEEY R4 23 354
C)A+F 259 BH SPER] ST PHIFLHIE 0 BR AL
Iy a i R g SR 5% A2 RA] %ap;%;%ygﬁgﬁﬁ
FRAEEE® G HRETIPL



14

(2)EAEET > ZAMHHLIET T TEL 82 H 6 p iR Ty -
TR

PRI IR FTRE ERA
e-mail : yhliang@most. gov. tw

T @ (02) 2737-7437
PHMIEPHFET R
e-mail : thchang@most. gov. tw

& = (02) 2737-7525

@ E o (02) 2737-T7673

2 Aot 106 & AP eI LB & 106 5L 16

Pt b Ee R F RS
e-mail : xyshu@most. gov. tw
& = (02) 2737-7525
@ E o (02) 2737-T7673



mailto:xyshu@most.gov.tw

7P B 3

|

iph- HEEFARRAALRE 2

Embedded/I0T/ICS (3 ¥ ¥4 4 %) e 1 847§

2 3 3£ update/patch Embedded/IoT/ICS jx st
Embedded/I0T/ICS (3 ¥ ¥4 5 58) » & p] % 32 g
FERERHEEL 2T

B e BE R AR R 2 PAT R

tEREEEe Y (l1oT)- 2
¥ 4] % % (SCADA) % >

a1

G A #:2E% (SDN/NFV -~ Z

%) % 2

ER Y% - ) Y=ty
PREEE XM
BERREE N IR L ARM AT T

SRR E (bldr t HAP)Z 241773
b E o 2Rk g
AR BFEL

¥ Bl.4#(Blockchain) 4p B % 247 3

B R R o u B T

& At (FinTech) % 2

A ko LB EREE AR FRT 2]

\

.
P

10G M 42 % B ek E 2T A7 §

HTTP 2.0 DPI # 5= ?E

¢ % @ (proxyless) & & A25% 1 |7 g
§ 5 AR RK B R

O N gk =Y R I

¢ H R —%zggwajgi’ 75 Z 44T

B OE R O BRI E
s (IDS/IPS) % 34 & 5
(Honeypot )

g B REFTHEERESY
E R o ey
el g 7
BB R A RERT Y
~iEE st b

p # (v #ici= @ (Forensic)

LA A S BT AL

E LAt p 1 0 a8 AR ]
ERARNPREL A& LFEFLFY

2 CVE (Common Vulnerabilities and Exposures) & #k #F
Syl Al g TR A

2 CWE (Common Weakness Enumeration) = # # shfg ;¢

Ry BRFHL
2+ ¥ % B i(Cyber Attacks in Cloud Computing)
® N {TARARN B B AT

fff 1A-1




pde it BEEsTE B AR | @ 35 2t 425 (exploit/shellcode) p # 4 ey
FHAML 5 e ® L EM M (IDSrule)p #2 2 T (% firewall
rule)
® &M p B A A FT Y (0% checksum-based * & o bilde
md5/shal %)
@ LRFLRh%GITRfiFmgeT Ly
AEREY 2.0 &L 1T | o BN R R PRARIIEL B B A 45 BT
18 i ® #H W p & 1 AT E (2 Al/Data Mining/Machine
Learning % %)

FéFTLAMP 2 FEAL (P )

a4

p = ;L“ |

* loT “‘"*’w’il%’ % izﬁ’“
A“E‘Lﬂbﬁ@]&% 15‘]‘?'1; i%ﬁ/?

I

o
ks
e

, 4O

FY%

@‘ e o
W R \v

x5 0 Pﬁ_}f‘ bﬁi!%feﬁgﬁgﬂ;z
FHEFXERAY

B [ o
E R
A B

2%
hi§
E

ZHAFFRE 22 EAASE

a4

5 58 b

FREY T P

FRHEEE 0T ¥ X F 22X 2777

WS E o 2 T 5 (Wargame) 4 A 323

5T 17 #7# F (Capture the flag, CTF) s st

e B 3 % F (Cyber Grand Challenge, CGC) 7 & T - 3
R

ERFLR G TnHTEmPET Sty

A2 R R PRFFIIEE P B 4 FT H AT

seF bR B i LR (7 AllData
Mining/Machine Learning % #* 3 )

PRI DFBFY

AR R

POREE XY

Fo et S % 2 F Y
TE T 2 R
FESS X 2R HEF ]
ERAEE 2R FEFY

B R ATS Ao b p) 50T

S e

BB E Sk e R R

A KR B R AL R R
eI B e IS e R O B

B R AR A 4 B
ERARSS T 5 RIS A SR

b 1A-2




Fre NSR A REE B
PP AT

EEEEEALE e X
2 TN U -
ERE7S S Y 2h
FOEE WP ST
PREZpECLAHFFAY

B 3R A 378 A 18 B A
e

SRR R T R
AL T

B AR

5G FiL M E > HFT
B ik & 22 nl e

b 1A-3




it 2A

A KZEA A 43,}=14;;rr3 I'St_k—a‘—’,pgéq%frp%J IR h o BER RRRED Rl
s MR L L) N AT

TEERR AR (¢ 5 REER S

I L PP BITEAE WL
EYFERREEERT L KL
e
2017/11~12 | H* €A % 4 fe Ak % & /
2. ARG EHE R
NRFhER EFY Y WL
p RAIMPETZRPER BT L
2018/4 Bk SRR S T BRI RpHER 2B
FRE S
S EEE R L AT SR
;L%‘rgﬂf"ﬁpf% g s KA g S JE R g; s agm |t E %R % 4
gvi:‘ii;f’*‘r&\ﬁg 'rgpi‘;!;.
AR R EFPRF AT
2018/5~8 WAFATEI RS54
FArTATEELE pevh s g
2018/6~8 b @R AR T R oA R

b 2A-1



Wit 2B @ gﬁ——gl-ig AT =y 22
ETEEHRAFET R L XBARHRIKBEL

A b b g %
P T O ;J;'“F]g (iﬁ..—ﬂz/ﬁ‘ff%ee
1 LEFEFARL 2|0 p— ‘ " #)
ERE S S F R FAT Y L AP
2 | AZFFREPEITEE?
1ioR = BN F EH
3 BREPNEFEEA -
4 ’ = B p {Eé’r_? S
ﬁ&’f#—ﬂ;q\-p@;%ﬁ? 7 r-?f]a_.
4 [P : SRR -
237 RoHE T4 %7 i
13 PR - Eﬁz]f’]‘ﬁ‘g*#?f. :
LEHRSH - £ ¥ - A
A DA S B 2 A
R A S A N e
w2 PR
EAELES . .
{?@?@]pxgﬂi\‘ﬁi Edl/"}\f"%d—.
6 | prE e 2o . G EREE
57
{?",ETJ 32 3 =
3 F#- F“'? EED EH;Z‘:’:L;?&-
7 l##p;:t’,b@ﬁ:_*}& . f’*?—-
+1? %’f’i?‘,}ﬁy&)\ a5
SE B HHE
vow g .
Y T EERE EELEE
B | b bR EEEE TR
R AR

g T Hp A2

Fff4 2B-1




HESA IS S TR

E¥ W EHE F

w o pERE

A1 A#s P8 4R &k

T EE EHELHE N

& K iE ?E?ﬁpﬁi

B SRR EF (B8 AT
0% A D)

EFE Bz F e

b 3A-1




ik 3B & R E R R4

A~

LREF AR

FRET R

= % E ) fg

B A]E S 2 AT

B R - 7R

AR e

b 3B-1




Wit 4

- EAHEETAL A TFARE S R BT AR

LR RS

% F

p

?

= 5 HiE

IR

b
el
Nl
i

s A
PEER

Y

F TR %

PRILH %
Y el A
PR F

PRARE B :

R M EE

b 4-1




LY
T 5% @.ﬁ_ :
BRI
FHEAER
i N

FFS B IR

EB LA
TS X
R
FEER
PR

,%«HE‘ ;?—

SRS =
Fpos
VS SR
Y pn b
PEER
e Ay

b 4-1




