I 2ahd
RAFER §-T

HAIEL &
sk - 236 P LB BSE
BN EEA
£33 1 (02)7712-9082
Email - tso0815@mail.moe.gov.tw

We 15 <N &b

RXA  BIALEHRABEALE

BEXBH PEREI03F4A 148
BXFR T E2HE(W)F F10300456385%
RA CORBH

£ BERMBEARRENR

[ERHRR LA G R

M 0 B EAR Rk % 3% WindowsXP X By # # 3 (1030045638_Attachl.docx * £118E
FHE) '

X5 ¢ REA MBS windows XPYE ¥ A S ik LR 2 48
MERXREEEE F ER -
SLER - il

—  MRATHIRE B R M AFTI03453 268 R 2 HF 5
1030128219%% & #32 -

—~fEna B A (103) F4A8BAKEXPHEEA %2 38 A
R 0 B R B RRR 0 BR T E R 3 N2
windows XPE ¥ A &L XEMB 2 H#EEEER | (o
MAE) o TRAARBEEFE TRy # ik

ERDEDPMBIRERE - L ABETRBTERHE A(R) ry_gi
B D RBERARAHEAET LY
Q3704714 g
13:20:27 CARTED

B F AR S RN

A SRATA

/14 = o
NP, ﬁi‘é‘/{ > . {2y Bl KAAFPLRAL, .

PR s L 3ph 0f vhedowe) L wandiw § fi;l%éz*}gﬁ

SBEBPRR L LAY potac A ghos R h 1 ToE T € BB

N H ) L GHPLB BN IEE R o
$1R #1R

0 g (()300041%%} AVEDRUMRMNY

3936-2546 /:,}




B gk 5] Windows XP 1EF ¥ A &1k SEMBZ r# i3
FFRERRERR2 RN T
|

gk 8] 2001 538 3 Windows XP(LAF i 48 XP) » #4R B & Windows
Vista($A F i #% Vista)~ Windows 7(SA F #§#8 Win7)%| 38,4 & Windows 8.1(2A
T A% Win8.1) » 25 AMB A ANERMMEEROELAK[] - &
2008/6/30 Fe i & XP 1% M oMl E i - CEAE LA GHEH RS B
# 2014/4/8 # 3k % 3% (End of Support » 4% EOS) > R B4t 4 XP BT %
FARAF[2][3] -

o2tk 4 B AR

oI R A % B AR
-@ﬁ&ﬁ%%ﬁ%wﬁﬁ%)

O EFHRIBHMNE XIERA

oF L& L XIFRHE T BN BRI B

B XPAF L X BB 2 BER# » #R4 "XPEOSHERYE ATy
R ER ) FEMMESL

2. XPEOS HEFRHBYE

BN F) XP A ¥ 4 &4 2014/4/8 4 0 RFS 35 R B 4L 8 XP {22 X5
BEPEHRG EHMRIERG  HANXPEOS THAANEESIFo T

oXP 1 ¥ A 448 B /B FA SR AL 55 B T RA AR T BT B e 15 AR X

— XP #E ¥ % % L7 % % 2 Internet Explorer 3| % B (L T 4% IE) » B &4
HERAGEBXPHELRAX ENMRHETEN  EXPHEL42 T

AXMHZERMEHRBITRREBEEBOENME -



A S 2014/4/8 LB VE BB XPAE ¥ & 4 L AT 32 8 2 TE#2014/4/8
B BIEBATF R a5 E N -

Pk 3] JE A A2 X B S AT 3R (Runtime)#) £ 45 F & L& &
(%2 NET framework #2 DirectX) > }A 4t B £ XP L o9 X2 M EH LR H X

&2

i%
o XPr¥ 240 RPLEKES

A4 CVE Details 52 4 Eht BB~ XPHELA L CHBERFLH
i 21 B AE D[4] » HE S Win7 # Win8 » #4545 A XP J# T 5
ZHEBEEALFAABERITABZARAHEES -

XP Vista Win8 Win8.1 |
%2R R © CVE Details 55 25 § 4 B [4]
Bl AFE24CHERFLERFIHRT

o XP Y4242 ERARLES

RAF IR 3 F+ A B F MR 2 HRIE[S] 0 F3445 1000 & XP FAEHF
BHERSABERAMNEREEE .1 £(0.91%) = FHH# Win7 £ Wind(3¥
RE 2) - sboh o Bk 3 T2 B EH P48 E Tim Rains &7 » RIFBE
BB F RN B4k ik XP B M2 X B4 R4 Win7 & Wing
SEA24 e SN ERBRBERABERENEN  A¥ETER

AXMZHEMAMBTHRTRBREMAENE -



AT RTL AV BRABRLLTMAENXP ¥ 4tk
X MBGEERAE A RS FHEERAR R REAY AL ZE 66% 0 T
E H AR BE H AN R [6] -

12.0
10.0 9.1 _
. Win XP SP3
8.0

6.0 vvin
Win7 RTM
4.0 Win7 SP1
2.0 1 )
3 S “@ Win8 RTM
3Q12 4Q12 - 1Q13 20¥13

EARR  Eka A E T AR ERE D ERRE[S]
B2 BH¥246882XREEAY

3. R

st# XPEOS TR A A X B R B RU T 71 BB B 54 -
EEFHTHHEAT > ZBMMEIRA 3.1 foik XP f+4 E Windows 3
RAERASK ) » ERIBAHEFETRNE L -

ERMEHRERTEEAE EREA32 BIER XPEMZERHE
RIFIERP HEMRRE - KRB EREEHEE R 2N BT ik XP 224 %
IE o

1% B BB RS IR M 848 A XP > 34+ 733 129 XP whigst i
RAERF ) >  BTAFERR4EE > £ 4F 345 B8HERERMNKRE
HAER XP RS | MBNHINF T RHERHIE > 4 HERED2EA XP
TG 5% B R 4G (VLAN) » Jodg 488 A B B 4 o

AXH2HRMAMBITHR T ARLBWAEAE -

AE



BB CELBEFRETXP B ERHNBREE > $£EE T35 JuTXP 5
LHEEANNE,  FEHTRH XPHMERFHALE -

3.1.403% XP $+48. % Windows ¥R L 4 &

XP 4 & Windows #AR1E ¥ 4 S BAR AR AR 238 o #8302 3] B 2008/6/30
Fei2 4 XP 44 > Win7 $2 Win8 &4 314 2009/10/22 #2 2012/10/26 L » 3
2B A3k XP FFRAEE -

ERMEREREANEEB R Y XPBE B THZMM e84 BTXP
BERSARH | 0 BT XP ARAEE

32.BEXPERETLE

EHRMA BN K BB TEER XP BRI ANETRHE BRI

W G EBRPHMMRBZIE - BEBEREEFEEI FaikfT WP T -
32.1. P AERZRRE

oK TPERAERPEPFESEHERZFDHER » 8 F ¥ %15 A Administrator

HRBAANAG A BRABRERG TR L IR 2R E - BEAHRA
BEMZEL T 2REM FRTF

(1) RTAGEEE | EH8A RUEHAKEETEHRYERALY

AN o
(2) #%—TF "Bi¥, > THEME > THERHF®RES , > TE#EKRE | -
(3) #— T EE B AHIRA (Bl 1 ICST) -

AXGZHEREMBITARETRRIMANTAHH -

4

S



3 EREER

W ICsT
N zanmEs
9u For

Guest
FEIRF CIERERA

AR ARR At
B3 EHEZELZRF

(4) #—TF "9 2&AEAY, > BRTERMNGDL), 32— TF "8 3E
PRA | > BPTBMEAMIRE A T2 Re6 | MR FEA o

@R 6 r)?\

% ICST ZRGHTRYIR S 455

O RERETEA @

AT

MRS ERRAEIRS iit:m;
o SEPHER - FVIIRMDATRIE
o BRiEvihiex
o WHE DA ERRPEER

Wmm * PSEAHTA - ERFTRERERAET
AR R R -

SHEFERAEDIRS ERE » TRSEER Windows XP 5 Windows 2000 Z AiE1E5S -
BTEPRENR » IRITAR Windows XP FEVERISISMES » RERTERR
et - BN MEREEA) REEL -

AR D Rt
B4 BR"RRAE HRABER

o Mt %R > FH13 A A4 " Administrator | PRS0 B F X F :

AXMZHEHEHBITERTBEEMAETAHA »



(1) & " Administrator | % TREN RUBEFRAEHEBHEMBROERE

FaBEN
(2) AERAESE—T "R TH | » KB—T "H1® | o

() £LAE# T KM T ARER LB | HE > REE—T TR
£,

(4) A BE#RF > 3BT " Administrator | g7 -

(5) &£ T —#& , R32EE  ER "RPOCIER | BRI Kibix—
R ¥

Administrator AE

& (raum(eEsl

g Adwinitiior

2RE: r* e e e e |

HRED): [ERRAARRE 5

(5 P BT TR B P il (M)
OERETEREES0
[ EERATRE

MEECERHE)
|| S EAETEQ)

=1 ®a ) (=Fe )
TR ROR ¢ ARt E R
BS5 R TIRPSER

(6) EHTBAAL Bp &5%48 A A4% " Administrator | &P BAZ & o

AXBZEEMAHMBITHRRERREWAENE -

0



Copyright € 1985-2001
Microsoft Corporation

TR ¢ Aot & s

Bl6 T Administrator | {& 5 .12 A AN E

322. R H

oS EAEME R HF LA IE B E R 0 2k E 4 Google Chrome ,
Mozilla Firefox X172 EHMBGZHARBES » URAHEWEE 2 %
2o

(1) Google Chrome #| % %5 F #4894k :
http://www.google.com.tw/intl/zh-TW/chrome/browser/

(2) Mozilla Firefox #| % % T & 494k :
http://mozilla.com.tw/firefox/download/

OENAFERAAIATHCREKRBREFE > BAA XP N2 "HRER
#1] & B (Software Restriction Policies) | ZhAE[7] @ #E4% C424E SR AE 42 T BY
L334T o AT A T 2L AR 3082 12 AU #4T Google Chrome | 2 45] i 47
%REH o

(1) REAASKREEAHRAGEAZ S BN -

AXMZHEHMAEHBTHARTAREWAERSA -



(2) #—TF "B& D> T#EHE > "k se# DT 24%5ELE
> T RMZ2MHRA | -

5 FHESATA (= 3
SE KHE LE 2ORFW IRD NEE "
Q- O B Pue -wex M@

D) |4 FRPITA - v Bz

GREANKLI 2 @ {‘%Ffﬂﬁ % ?a"iﬁmm
--‘2 i!: m i o hndd 2. —
' : Bi+05 B5

FRHRIR | A E
B7 R TAMESLAR

() MEALGE—T " RBRHARA, » K —TFTEIHRA, -

B AR

BZO #T0 A0 HED
€« B @

B Eaioe
& 8 HwEFR
w08 FEFR
e g’" SERRIP ARERESNRINER - SULERIANR - FEMORLRIHOBRRARE -

58 & IS 3 5 ORNBRI I (BT HRERPIR DRTWRRY -

A\ smessummEn

FoRRIR A E AR
B8 3B A

(4) AEAAsE T RBRARA DT Z2MER DT AAHF
Ripde—T TZARAHRME, -

AXBXIEEMAHB AR T REEMAENRA -



F ASZIHRTE

RO RTW WHE REE
& B2
P RIERE =
+ (@ FEmR ekl ;

# 0 AR&aFR

EETNRRAEEE TR .
- O R HaThE
ARIEFE AB®R)
EETT

+ @ EFENE PRI B

6) #—TF "N, -

& BRI HR R BN AR T SR ERE - RERIETRTI N  TESTEIRERT - SREERE?

[ 2T 4 TW |

BRRIR - A E AR
B 10 #2328 " R fudr ) oAkl

(6) #m T THMMHEA L > Tadl, > BR A A RBEE 0 R

RXE B THAEERE BRTARAKERE | > Rik—TF
¥ S

AXMGZHEMAMBITEREBRREMAENE -



L -

AR EERMNRREADITIRE:

® FAREEIEE - TRSTEE G0 DLLE)
O REEE=RD

S METAITERMEE - VA A e RIS ER
AR AR AH L g R Tl LS

ERE RSP ARITIIERS:
O EEREW
(O FEERE T ARARENEE

.
B RR AR E A
Bl &R

(7) RiFERAESRE—T TSBERHERA > THEWRA, > RigdE—TF
P33 32 A |

AXMZHEEHERBAARETBREHOENE °

10



F xR
HWEE SITQ Ry HEw
e = 7]

B T3 uaE | PRy

= (9 e Ea | =R

w (9 AR | e

# (1 AREIRES | E3en

= O IR | | &

T Ozz=se | SRR
,a | BRIASERIRTT

» @ AEE FERESARNOC.
| HEREEANG .

| FRIF® >
‘ EHRNE®
| RHE®

|
BEHRIR D At E
B12 AR T #3828

(8) "#4% I chrome.exe #4548 - T2 2 % & ERTEH RS |
Rt —TF "% | - ZAHE AT ERLHTH®RE  HEHH
ATobH BR -

AXMZHBMEMBAARETRAELMAEAHE -

11



FRBEAN
—&

a2
%g ERFAPERE AR TR -

FETEE)

..
TEHFRE:

@R N |

e |[ =& |[ =50 |
Bk RIR T A E T
B 13 #AIEIE A

(9) s T maley | R EE S BAL  TEEIAT I RAR ()
4o : chrome.exe) ° & #AT Kb R IZAE KA (] 2o [E) > Al g H A
"Windows &7k HEGEMEEN > B A CHRARGRAATEILE | X

A °

C:‘\Program Files\Internet ExplorersIEXPLORE EXE

° C:\Program Files\Internet Explore\IEXPLORE EXE
Windows SRR RSEEAZF » BB T HERiorRAIERIFRELE - A& @ FEMB AR ER TR ENES -

B RR AT E AR
B 14 &i:347IE A

AXHr B EMAEARBTHREBLLMAEAMEA

12



OHHTRRKXMABABAFFEATEN BLBALRXBRALETLH%E
2 o

323. e

CEFTHREGHFRE  FRHEMBEES LESEBIFT—RZEFRER
R FRBETFR &% -

ORI HMIMNBEHE R HMH-IPS) > 325 XP ERFEREN -
o IR EF KIS RA BE BB YA L EFEEL > FREEEL
BHATE -
oA RAEEMBEFFTESIEM)BTHERBEMB X o EHEE TR
R XP EMZ TR FHARLHHEIRE -

3359 XP R B A LR E

G XP#2014/4/8 E X &L ZHEMBHE BN EN R E2 XPHELAKE
BEEREZMRN)EIMABSETENE  ZHMINTHEEH XP
R THRITTIMRE XPEL A KBS,

O EBHFHXPHFEARBIESR  HEEWE 2014/4/8 > 1B
ZBREAE AT EREEZR -

O EBRBEREETHNSHFR  YEBBRFREALRE  EF TS
BITEERGEEZRBLFFRIRE -

345 BRBERMWBEEER XP T

BHANERASEFEFRRAEELAGRAZ TN > TERTHHGEETFER
miREEE R XP ERGEALE 15) !

AXMH2ZHEEHAEHBITHAEETRE MO ENF -

13

X



oF| A VLAN #/THEBE % #E R XP TR AL L VLAN » FRAE A AT
KPEEIN FTHELYE L4 VLAN A EH -

o4 HALE S ZER XP A VLAN » leisEBmn e UAKERE
FRGITH °

i . IR P
W[E }@PW?W@ )‘g‘ Win?WlsI?W'7 gg%
e EE R S 322

il o

Bk R R E AR
15 /& H XP B & ¥ £ I2 9wk B HEF B B

3.5.847 XP AR ER N &
AR P A 4h 4T XP L EE R B ARAEE > 5

o E LB AP ECVE)W:[4] - LR B KHIEMBENNVD)[8] ~ th#k
o3 B9 B Ak Al Bl e A 48 3E XP 5325 B3 o

o4t ¥R XP 3B B @ A HEE -

ol MMM C B XP WAL FH - TREBBEN -

AXM2HEHEHBITHREREEMOENME

14

—_—VT
N



4. &3

P 8] Bk 8 2014/4/8 #0k XP % 32 (End of Support » #§ 4% EOS)AR TS >
AR EERTREMAN R XPHEREE  WEBTHEELHZE I

HHURBIZEHZ T BARAAR HNBEEHXP 2B LE

BRZ@ XP oy ROMRTHRPHREELEEE  RIEERA LY TS -
FlERBEINET R R B RBEBEERMBER XP THEE
SRR S XA R XP M VLAN » jeisHR R & -

BERPSELBEHEEFTXP FREMNHERFE  REXPHLHEWR > b4
PHARMERZ XPHHMELSTH  REEXP EXSFHHBERE -

AXUZHBMAHBTERTRLEMAENH -

15



S. g4k

[1]

2]

[3]

[4]

[5]

[6]

[7]

[8]
[°]

Windows XP &k % 4258 99 X,
http://www.ithome.com.tw/itadm/article.php?c=84554 -

Windows XP — Support stops on 8. April
2014 ,http://download.microsoft.com/download/5/D/A/SDAF3FBA-8145-4E4
E-8E5D-CDFED1EF1D13/FINAL_XP-EoS-Whitepaper.pdf

Windows XP % Office 2003 &  # 1k ¥ 3% JRA R4,
https://ca.nctu.edu.tw/files/MS_public_1020603108.pdf -

CVE Details 53 2 F i &, |
http://www.cvedetails.com/product/739/Microsoft-Windows-Xp.html?vendor_
id=26 o

Microsoft Security Intelligénce Report Volume 15,
http://download.microsoft.com/download/5/0/3/503 10CCE-8 AF5-4FB4-83E2-

03F1DA92F33C/Microsoft Security Intelligence Report Volume 15 Englis
h.pdf

New cybersecurity report details risk of running unsupported software,
http://blo gs.technef.corn/b/microsoﬁ_on_the_issues/archive/ZO 13/10/29/new-c

ybersecurity-report-details-risk-of-running-unsupported-software.aspx e

wEE Rl JR B » & Windows XP ¥ #4943k,
http://support.microsoft.com/kb/310791/zh-tw

National Vulnerability Database, http://nvd.nist.gov/ °

4 ¥ % 848 3k, http://www.microsoft.com/taiwan °

Aty BUABRITHRRBRREMNEAF o



